NHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIMXCS 1J151 PASMEIIEHMS
HA O®PUIUAJIBLHBIX UHTEPHET-PECYPCAX

C KaXXIAbIM TIOA0OM MOJIOACKHN B HHTCPHCTC CTAHOBHUTLCA 6OJ'II>IH€, a
MKOJbHUKM OJHH K3 CaMbIX AKTHBHBIX MOJIb30BaTENeH PYHGTa. MC)KIIy TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO>KHO0T€I>1, HHTCPHECT HCCCT U HpO6JI€MLI.
OTa namsaTKa JOJDKHA ITIOMOYb TeOe Oe30macHo HaXOAUTHCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMmneioTepHblii BUPYC - 3TO Pa3HOBUIAHOCTH KOMIIBIOTEPHBIX MPOTPamM,
OTIIMYUTEIBHON 0COOEHHOCThIO KOTOPOM SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WUJIM MOJTHOCTHIO YHUUTOKUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3aIlyllleHa 3apakeHHas MpOrpaMmMa, a TAaKKe MOBPEIUTh WIN JaKe YHHUTOKUTh
OIEPAIOHHYI0O CUCTEMY CO BceMH (aiizamu B 1eJoM. B OOJIbLIIMHCTBE Cly4yaeB
PacpOCTPaHsAIOTCS BUPYCHI Uepe3 UHTEPHET.

MGTOI[BI 3allUThI OT BPCAOHOCHLBIX IIPOI'paMM:

1. cnionp3yil COBpeMEHHBIE ONEPAIIMOHHBIE CHCTEMBI, UMEIOIIINE CEPhE3HBIN
YPOBEHb 3aIIUTHI OT BPEIOHOCHBIX MTPOrpPamMM;

2. llocrossHHO ycTaHaBnuBail mnauth (UU@POBBIE 3aIUIaTKH, KOTOpPbBIE
aBTOMATHUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMmbl) U ApPyrHe
OOHOBJICHHSI CBOEH omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. Pabotaii Ha cBoeM KOMIMBIOTEPE TMOJ TMpaBaMU I[OJIH30BATENS, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
VMHCTAJUIMPOBATHCS HA TBOEM IEPCOHATBHOM KOMITBIOTEPE;

4. Hcnone3yih aHTHUBHPYCHBIE MPOTPAMMHBIE TIPOIYKTHI  M3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpaanub PU3NYECKUIA TOCTYI K KOMIIBIOTEPY JIsl TOCTOPOHHUX JIHIT,

6. Ucnonp3yil BHEUTHUE HOCUTENW WH(OpMAIIMU, TaKWe Kak (Quielika, JTHUCK
uiu (aitsl U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEpHBIC (Dailipl, MOJyYEHHbIE W3 HEHAJIeKHBIX
HUCTOYHUKOB. Jlaxke Te (paitibl, KOTOphIE MpUCTaT TBOM 3HAKOMBIN. Jlydille yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Ceru WI-FI



Wi-Fi - 310 He BuJ nepeqaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OPEH]I,
mapka. Eme B 1991 roay Humepianjckas KOMMIaHHUS 3aperucTpupoBalia OpeH
"WECA", uto o6o3Hayasio cioBocouertanue "Wireless Fidelity", xoTopsiii
MepeBOUTCS Kak "0ecrpoBOHAS TOYHOCTh".

Jlo Hamero BpeMeHu Joliia apyras abopeBuatypa, KOTopasi sSIBIsIeTCS TaKou
e TexHosorue. Ito abOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO IaHO C
HAMEKOM Ha CTaHIapT BbIcHIeld 3BykoBoM TexHuku Hi-Fi, uyto B mepeBoxe
O3HAYaeT "BBICOKAsi TOYHOCTH".

Ha, OecrnaTHbI MHTEPHET-AOCTYH B Kade, OTeNsIX U a’dpornopTax SBIISAETCS
OTJIMYHOM BO3MOKHOCTBIO BBIXOJa B MHTEpHET. HO MHOrMe 3KcnepThl CUHTAIOT,
yTo olmenoctynusie Wi-Fi ceTu He aBIsSI0TCS O€30MaCHBIMH.

CoBeTbl 110 0€30MaCHOCTH Pa0OTHI B 00IIEIOCTYMHBIX ceTsax Wi-fi:

1. He nmepenapaii cBOrO JHUHYIO HHPOpMAIHIO Yepe3 obeaocTymHbie Wi-Fi
cetu. PaboTas B HUX, jKeJlaTeIbHO HE BBOJAUTH MAPOJU JIOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA,;

2. Ucnonb3yit u OOHOBIISIA aHTUBUPYCHBIE MPOTpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb Ce0sl OT 3aKaYyKH BHUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnons3zoBanuu Wi-Fi otkimoun pyukiuio "O06mmii noctyn K daiinam
u npuHrepam". JlanHas (yHKUMS 3aKpbiTa MO yMOJYAHUIO, OJAHAKO HEKOTOpHIE
MOJIb30BATENM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonb3yit nyonuuasii WI-FI s mepenaum JUYHBIX JTaHHBIX,
HanpuMmep JUIsl BBIXOJA B COLIMATIbHBIE CETH WJIM B DJIEKTPOHHYIO MTOYTY;

5. HUcnone3yit Tonapko 3ammuieHHoe coequnenue yepe3 HTTPS, a ue HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B MoOmnpHOM Tenedone orkmoun (yHkiuio "lloaxmouenne k Wi-Fi
aBromatuuecku". He momyckaili aBTOMaTW4yecKOro IMOAKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

CouunajbHble CeTH

CornuanbHbIe CETH aKTUBHO BXOJIST B HAIIy KW3HB, MHOTHE JIFOJU pabOTaIOT U
JKUBYT TaM TOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MILTHAPI YETOBEK,
YTO SIBJIIETCA OJHOM CEAbMOM BCeX >KUTeNiel IIaHeThl. MHOrue moJjib30BaTesid He
MOHUMAIOT, YTO MH(pOpMAIMs, pa3MEIIeHHas UMU B COLIMAJIBHBIX CETAX, MOMKET
ObITh HalJleHa W MCIOJIb30BaHA K€M YTOJHO, B TOM 4YHCJI€ HE 0053aTelIbHO C
OJIaruMu HaMEPEHUSIMU.



OCHOBHBIE COBETHI IO 0E30IMMACHOCTH B COILIMAIBHBIX CETAX:

1. Orpannyb cnucok Apy3ei. Y Te0si B APY3bsX HE JOJKHO ObITh CIy4alHBIX
Y HE3HAKOMBIX JIIO/ICH;

2. 3amuinaii cBor 4acTHyIO *u3Hb. He yka3biBail mapomu, tenedoHsl, aapeca,
JaTy TBOETO POXACHUS M JPYTYI0 JUYHYIO HHPOpMalKIO. 3JI0YyMBIIUICHHUKA
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMI0 O TOM, KaK Thl U TBOU POJUTETH
IJIaHUPYETE IPOBECTH KAaHUKYIIbL;

3. 3amuinail CBO pemyTaIuio - AEPKHU €€ B YUCTOTE U 3a7aBail cede BOIpoc:
xoTenl OBl Thl, YTOOBI APYTHE IIONH30BATEIN BHICIH, YTO ThI 3arpy’Kaeib?
[Toxymaii, mpexie 4ueM 4TO-TO OMyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;

4. Ecnu TBI TOBOpPHUIIB C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE UCIIOIb3YH CBOE
peanbHOE UM U JIPYTyIO JUYHYIO MH(pOpMALUU: UMs, MECTO >KUTEIbCTBA, MECTO
y4eObl U poYee;

5. Uz0Gerait pasmemienust gororpaduit B UnTtepHete, riae Thl M300paXkeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPECIUTh TBOE MECTOTIOJIOKEHHE;

6. HpI/I perucrpaivu B COHHaJIBHOﬁ CCTHu HCO6XOIII/IMO HCIIOJIB30BaTh

CJIOXHBIEC TIAPOJIH, COCTOSIIUE U3 OYKB U IU(P U C KOJUIECTBOM 3HAKOB HE MEHEE
8;

7. Hdns couMalbHOW CETH, TOYTHl W JPYTUX CalTOB HEOOXOIUMO
WCITIOJI30BaTh pa3Hble mapoyu. Torma eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIINICHHUKH
MOJIy4aT JOCTYI TOJBKO K OTHOMY MECTY, a HE BO BCE Cpa3y.

JJIEKTPOHHbIE ICHbI' U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YAOOHBIM CHOCOO IUIATEXEH, OJHAKO
CYIIECTBYIOT MOIIICHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TU JCHBTH.

3J’ICI(Tp0HHI)Ie ACHBI'M IIOABHJIMCH COBCEM HCJABHO M MMCHHO H3-3a 3TOI'O BO
MHOTHUX IOCyaapCTBax J0 CUX IMOP HEC IMPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (hyHKIIMOHUPYIOT M O HUX YK€ MPOTUCAHO B 3aKOHE, TJI€ MX
pa3eNsaoT Ha HeCKOJIBKO BHJIOB - aHOHUMHBIC U HE aHOHHMHBIC. PazHuIa B TOoM,
YTO QHOHUMHBIE - 3TO T€, B KOTOPBHIX pa3peliacTcs IMPOBOAUTHL Omeparuu 0e3
UISHTH(PUKAIINY TT0JIb30BaTENsA, a B HCAHOHUMHBIX MJISHTU(PHUKAIUS TOJIb30BaTEIIs
SIBJISIETCS 0053aTEIHLHOM.

Taxxxe criemyer pas3nuyaTh OdJIEKTPOHHBIE (UATHBIE JE€HbIH  (PaBHbI
rOCyJAapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHbIE ACHBIM (HE PaBHbI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHEBIE COBETHI IO O€30TaCHO pa60Te C JJICKTPOHHBIMHA JCHbBIaMU:



1. IlpuBsbxu Kk cyeTy MOOMIIBHBIN TenedoH. To caMblii yAOOHBIA U OBICTPHIiA
CHoco0 BOCCTAHOBUTH JOCTYH K cuery. llpuBsi3aHHBIA TenepOH MOMOXKET, €CIH
3a0yJenb CBOM IUIAaTEXHBIA MMapojb WM 3alJellb Ha CalT C HE3HAaKOMOIo
YCTPOMCTBA;

2. Hcnonb3yit omHopa3oBble maposu. l[locne mepexola Ha YCHIIEHHYIO
aBTopH3aIuio Tebe yke He OylneT yrpokaTh OMACHOCTh KpakKH WJIM IepexBaTa
IJIATEXKHOTO MApOJIs;

3. BeiOepu cnoxublii maponb. [IpecTtymHukam OymeT He HPOCTO Yrajaathb
CJIO>KHBIN ITaposb. HaznexHsle maposy - 3T0 mapoJid, KOTOPBIE COAEPKAT HE MEHEe
8 3HAKOB M BKIIOYAIOT B CE€OS CTPOYHBIE WU NPOINHUCHBIE OYKBBI, LUPPHI H
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HAK J0JUi1apa, (PyHTa, BOCKIMIIATENIbHBIN 3HAK U
t.11. Hanmpumep, $tROng!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CAUTax, KOTOPBIM HE JIOBEPSCIIIb.
DJIEKTPOHHAS MOYTA

DJIEKTPOHHAS TOYTa - 3TO TEXHOJIOTUS U MPENOCTABIAEMBIE €10 YCIYTH IO
MEPEChUIKE U MOJYYCHHUIO JICKTPOHHBIX COOOIECHHM, KOTOPBIC paclpeesatoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO DJICKTPOHHBIM TMOYTOBBIA SIITUK  BBITJISIUAT
CIICAYIOIIMM 00pa3oM: UMsI_TOJIb30BaTeIA(@UMS_JoMeHa. Takke KpoMme repeaun
MPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh NIepeaBaTh (hauibl.

OCHOBHBIE COBETHI 110 OE30MACHOM pabOTE C IIEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUJIBHBIM TOYTOBBIM cepBuUC. B uHTEepHETE e€cTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE€ IOBEPATH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHIE;

2. He yka3piBaii B TMYHOW MoyYTe JMYHYIO MH(popmamuio. Hapumep, mydine
BbIOpaTh "My3bIKanbHbIN  (panat@" wium "pox2013" Bmecto "temal3";

3. Hcnonp3yid ABYX3TalHYK aBTOPHU3ALMIO. JTO KOTJa MOMHUMO MapoJs
HY>KHO BBOJUTH KO/I, TpUChUIaeMbIil o SMS;

4. BoeiOepu CI0KHBIA Mapoib. [ KaKI0ro MOYTOBOTrO SIITMKA JOJDKCH OBITh
CBOM HAJICKHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecimu ectb BO3MOXKHOCTH HAmMCaTh CaMOMYy CBOW JIMYHBIM BOIIPOC,
UCIIOJIB3YH 3Ty BO3MOKHOCTb;

6. Hcrnonp3yil HECKOJIBKO TMOYTOBBIX SIIUKOB. IlepBbIil 1yl YacTHOM
MEePEeNUCKU C aJpecaTamu, KOTOPbIM Thl JOBEpsIClIb. ITO SJICKTPOHHBIA aApec HE
HaJI0 UCIOJIH30BaTh MPH PETUCTPaAllUU Ha PopyMax U CalTax;

7. He oTkpwiBaii (ailyibl U Apyrue BIOKEHHUS B MUCHbMaX, JaXKe €CId OHH



MPUILTA OT TBOWX Apy3eld. Jlydie yTouHu y HUX, OTIPABISIIN JU OHH TeOe 3Th
(baiisr;

8. ITlocne oxoHuaHuss pabOTHl HAa TMOYTOBOM CEpPBUCE IIepe]] 3aKphITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeidTh".

Kn0epOyajimHr uim BUPTYyaJbHOE U3/1€BATEJILCTBO

KubepOymmuar -  mpeciefoBaHWe  COOOIMIEHUSMH,  COJEPIKAIUMH
OCKOpOJIeHUS, arpeccuto, 3aITyTUBaHHE; XYJIUTaHCTBO; CoIMaIbHOE
OOHKOTHUPOBAHUE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 00pHOE ¢ KHOEPOYIITMHIOM:

1. He Opocaiics B 60ii. JIyumuii crmocod: mOCOBETOBAThCS Kak ce0sl BECTH W,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHaJaye yCTIOKOWTHCS. Ecimu T
HAaYHEIIb OTBEYATh OCKOPOJEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO eIle OoJibiie
Pa3oXKeIb KOH(IIHUKT;

2. Yupapisi cBoet kubeppemyTaiuei;

3. AHOHMMHOCTh B CE€TH MHHMas. CYH_IGCTBYIOT CITOCOOBI BBISICHUTDH, KTO
CTOHUT 34 AHOHMMHBIM aKKayYHTOM;

4. He crout BecTH XyJnWTaHCKUWA 00Opa3 BHUPTyalbHOW KU3HU. MHTEpHET
(buKCUpyeT BCe TBOM JEUCTBHS W COXpaHIET UX. YJIUTh UX OyIeT KpaiiHe
3aTPYyIHUTEIBHO;

5. Cobmro1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIOY;

6. UrHopupyiét enuHW4HBIM HeratuB. (OJHOpa30BbIE OCKOPOUTEIHHBIC
cooOlleHusl Jyule urHopupoBaTb. OOBIMHO arpeccusi TMpeKpallaeTcs Ha
Ha4vyaJIbHOU CTaJHMH,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKMPOBKH OTIPABKUA COOOIIECHUHA C
OMpEICJICHHBIX aJPECOB;

8. Ecnu ThI cBuzerens kubepOysumHra. TBou NEHCTBUS: BBICTYNUTH MPOTUB
IpecienoBaTens, M0Ka3aTb €My, YTO €ro JEHCTBUS OLIEHHUBAIOTCS HEraTUBHO,
HoJIepKaTh KEPTBY, KOTOPOH HY)KHA IICHXOJIOTHYECKas IMOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesedoH

CoBpeMeHHbIe cMapT(OHBI U MIIAHIIETHI COAEPKAT B ceOe BIOJIHE B3POCIbIN
(GyHKUHMOHAT, W TENepb OHU MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMU



KOMIIBIOTCPpaAMHU. OI[HaKO, CpCaACTB 3allIMThI JJIA HOI[O6HBIX YCTpOﬁCTB IIOKa O4YCHb
MaJio. TCCTHpOBaHHG H TIIOHUCK y&ISBI/IMOCTGﬁ B HHX IIPOUCXOAUT HC TaK
HMHTCHCHUBHO, KaK 1JIA HK, TO K€ CaMO€ KacaeTcsl 1 MOOMIBLHBIX HpHHO}KeHHﬁ.

CoBpeMeHHbIe MOOUIIbHBIE Opay3epbl YK€ MPAKTUUECKH JIOTHAJIA HACTOJIbHbBIC
aHaJOr¥, OJHAKO paclupeHue (yHKIMOHAJIa BIJIEYET 3a €000 OOJBIIYIO
CJIOKHOCTh U MEHBIIIYIO 3aIIUIIEHHOCTb.

I[aJ'IGKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJ'ICHI/I51, 3daKPbIBAIOIIUC
KPUTUICCKUC YA3BUMOCTHU IOJIAI CBOUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOUIILHOTO TesnedoHa:

Huuero He sBigeTcs mo-HacrosimieMy OecriaTHbIM. Byab ocTOpokeH, Bellb
Korja Tede mpeasaratoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO IUIATHBIE YCIIYTH;

Hymaii, npexae yem oTnpaBuTb SMS, ¢poTto uim Buaeo. Thl TOUHO 3HACIIb,
r7ie OHU OyyT B KOHEYHOM UTOTE?

Heo6xoamumo 0OHOBIIATH OMEPAIMOHHYIO CUCTEMY TBOETro cMapThOHa;
Hcrnionp3yit aHTUBUPYCHBIE TIPOTPAMMBI JUIsI MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii npuiioxkeHusi OT HEW3BECTHOIO HMCTOYHHKA, BEIb OHM MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECTIICUCHHE;

[Tocne Toro Kak Thl BBIAJEIIL C CalTa, TJe BBOAWI JIMUHYIO WH(OOPMAIHUIO,
3aiiIi B HACTPOMKHU Opay3epa u ynanu cookies;

[Teprioaudeckn TpoBepsiii, KaKKe IUIATHBIC YCAYTd aKTHBHUPOBAHBI Ha TBOCM
HOMEPE;

JlaBaii cBOl HOMEp MOOWJIBHOTO TenedoHa TOJIBKO JIOJSAM, KOTOPBIX Tbl
3HAEIb U KOMY JOBEPSCIIb;

Bluetooth gomkeH OBITH BBIKIIOUEH, KOTJa Thl UM HE mMoJib3yelibcs. He
3a0bIBail MHOT 1A MPOBEPATH ITO.

Online urpsbi

CoBpeMEHHBIE  OHJAMH-UTPBI - 3TO  KPAcCOYHBIE, 3aXBaTHIBAOIHE
pa3BieueHUsl, OOBEIMHAIONIME COTHH ThICSU 4YEJOBEK MO BceMy mupy. Urpoku
UCCIIEIYIOT JaHHBIM UM MHp, OOLIAIOTCS APYT C JIPYrOM, BBINOJHSIOT 3a/laHusl,
CPAKAIOTCS C MOHCTPAMHM W TOJY4YarOT ONBIT. 3a YJOBOJBCTBUE OHM ILIATAT:
NOKYTAaOT JUCK, OIJIaYMBatOT A0OHEMEHT WJIM IPUOOPETAIOT KAKKE-TO OILUU.

Bce st cpeacTtBa UAYT HA MOAACPKAHNUEC U PA3BUTUC UI'PEI, 4 TAKXKC HAa CaMy



0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPU3AIMU, BBIIYCKAIOTCS HOBBIE
naTyu (HU@poBbIe 3aIIaTKU ISl IPOTPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mogo0HbBIX UTpax CTOUT OMAcaThCsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3AIMU OOJIBIIMHCTBA
urp.

OcHOBHEBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKAYyHTaA:

1. Ecnu npyroit urpok BeneT cels MIOXO0 WM CO3/1aeT Tebe HEeMPHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxkamyicss afMAHUCTPATOPAM UIPHI HA IUIOXOE MOBEACHUE 3TOTO UIPOKA,
YKEJIATEJIbHO NIPUJIOKNATH KAKHE-TO JTI0KA3aTENIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBail InuHyo nH(GOpMaIHIO B Tpodaiine Uurpsl;
4. YBaxkail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJBI,

6. crionb3yii CII0’KHBIE U PA3HBIE ITAPOJIH;

7. JJaxxe BO BpeMs UIPbl HE CTOUT OTKJIOYATh aHTUBUPYC. [IoKa ThI Urpaeisn,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OObIYHOM KpaXkel JIeHeT U JOKYMEHTOB CErOJIHS y>K€ HUKOTO HE YAUBHILb, HO
C Pa3BUTHEM MHTEPHET-TEXHOJOTUU 3JOYMBIIUIEHHUKH TEPEMECTUIIUCh B
WHTEPHET, U MPOJIOJKAIOT 3aHUMATHCA " MIOOMMBIM" JIEIOM.

Tak mnosiBUIach HOBasi yrpo3a: MHTEPHET-MOLIEHHUYECTBA MM (DUIIMHT,
rJlaBHas 1EJIb KOTOPOrO0 COCTOMT B MOJYyYEHUH KOH(PUIACHIMATBHBIX JaHHBIX
NoJIb30BaTeNeH - JOruHOB U maposiei. Ha anrnmiickom si3bike phishing yurtaercs
kak ¢pummHr (0T fishing - peiOHas noBis, password - mapoib).

OcHOBHBIE COBETHI TI0 00PHOE € (HUITUHTOM:

1. Cnenu 3a cBomM akkayHTOM. Ecim Thl momo3peBaeiib, YTO TBOS aHKETa
Oblla  B3JIOMaHa, TO HEOOXOJAMMO  3a0JOKHpOBATh €€ W COOOIIHUTH
aIMIHHUCTpATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Wcnone3yii Ge3omnacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHoB H
ITIOMCKOBEIX CHCTEM;

3. Hcnonp3yil cnoxkHble W pas3Hble mapoiu. Takum oOpa3oMm, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKU MOJYYaT IOCTYH TOJBKO K OJHOMY TBOEMY



poITIo B CETH, a HE KO BCEM;

4. Ecimu T1ebs B3JIOMald, TO HEOOXOAUMO TMPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIEe J0OaBJICHBI Y T€Os B JAPY3bsIiX, O TOM, YTO T€OS B3JIOMAJH H,
BO3MOXHO, OT TBOETO UMEHU OYyJIET pacChlIaThCs CIIaM M CCHUIKU Ha (DUIIIMHTOBBIC
CaWTHhI;

5. YcranoBu HagexHbIi naposib (PIN) Ha MoOUNbHBIN TenedoH;
6. OTKIIIOUM cCOXpaHeHue mapoJsi B Opaysepe;

7. He oTkpeiBail ¢aiinpl U Apyrue BIOKEHUS B MUChMaX, JaXe €CIM OHU
NPUILUIM OT TBOMX Apy3ell. Jlydille yTOUHM y HUX, OTIPABISIIM JIM OHH TeOE ATH
(baibl.

Hudposas penyrauus

[udposas penyrainus - 3T0 HEraTUBHAs WM MO3UTUBHAA UHPOPMAIIUS B CETH
o tede. Kommpomerupyromas nHpopMaius, pa3MelleHHas B UHTEPHETE, MOKET
CEpbE3HBIM 00pa30oM OTpa3UThC Ha TBOEH peanbHOM xu3HU. "Ludposas
pernytamus” - 9T0 TBOW UMUK, KOTOPBIN opmupyercs u3 undopmaiuu o tede B
UHTEPHETE.

TBOE MeCTO KUTEIBCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH
XapaKTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mnoApPOCTKH JIETKOMBICIEHHO OTHOCATCS K NYOJUKAlMH JIMYHOU
uH(popmauu B MHTEepHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXeEIIb J0TaaaThcsi 0 ToM, uyTo doTorpadus, pa3MellleHHas: 5 JIeT Ha3aj, cTaja
NPUYMHON OTKAa3a MPUHATH T€OS Ha paldoTy.

KommeHTapuu, pasmenienue TBoux ¢ororpaduil u Apyrve IeHCTBHUS MOTYT
HE MCYE3HYTh JaXK€ IOCJE TOro, KaKk Thl WX YyJIalullb. Thl HE 3HACLIb, KTO
COXpaHWJ ATy HH(OpPMAIMIO, TOMaja JU OHa B TOHCKOBBIE CHUCTEMBI H
COXpaHWJach JU OHA, a TJABHOE: YTO MOIyMaloT O TeOe OKpY’Karollue JIIOJIH,
KOTOpbIE HAWAYT U YBUAAT 3T0. HaliTh nH(OpMAIMio MHOTO JIET CITYCTS CMOYKET
00011 - KaKk U3 T0OphIX MOOYKICHH, TaK U C HAMEPEHUEM MPUYUHUTD BPEl. ITO
MOKET OBITh KTO YTOJTHO.

OcHOBHBIE COBETHI IO 3aIIUTE MU(PPOBOH pEITyTaIUU:

1. [Tomymaii, mpexae yeM 4To-To MyOJUKOBATh U TepeaBath y ceds B Omore
WIH B COIIMAILHOM CETH;

2. B nactpoiikax npo¢uisi yCTaHOBM OrpaHUYEHHUS Ha MPOCMOTP TBOETO
npoduIsi ¥ €ro COACPAKUMOTro, cliesiaid ero TOJbKO "1y Apy3eit"”;

3. He pa3memaii 1 He yka3biBail MH(pOpPMAIINIO, KOTOpasi MOXKET KOro-mbo



OCKOPOJISAThH WA OOMKATh.
ABTOpPCKOE IPaBo

CoBpeMeHHbIE  NIKOJBHUKH - AaKTUBHBIE TI0JIb30BaTeNd  LU(PPOBOTO
npoctpaHcTBa. OJHAKO JajieKko HE BCE 3HAIOT, 4YTO IMOJb30BAHWE MHOTHMMU
BO3MOXHOCTSIMU  LM(ppoBOoro  Mupa TpeOyeT  coONoJeHHs TpaB  Ha
WHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "WHTEINEKTyalbHas COOCTBEHHOCTH"' OTHOCHUTCS K Pa3MYHBIM
TBOPEHHUSM YEJIOBEUECKOrO0 yMa, HAa4yMHAas C HOBBIX H300pPETEHHUN M 3HAKOB,
0003HayarImKUX cCOOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
doTorpapusMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HMHTEIUVIEKTYyaJIbHYIO COOCTBEHHOCTh Ha
IIPOU3BEICHUS HAYKH, JINTEPATypPbl U UCKYCCTBA. ABTOPCKME IIPaBa BBICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEIEKTYyaJIbHBII/TBOPUECKUI TpYyJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIpaBeAJIMBbIE BO3MOXHOCTH 3apadoTaTh Ha
pe3ysibTaTax CBOEro TpyAd, MOJYyYUTh W3BECTHOCTh WU mpu3HaHue. Hukro 0Oe3
paspelleHuss aBTOpa HE  MOXKET  BOCIPOU3BOJWTL €0  IPOU3BEIECHMUE,
pacnpoCTpaHsiTh, MyOJIUYHO JEMOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHUPOBATH,
nycKaTb B IPOKAaT, MyOJIMYHO HCIONHSTH, MOKA3bIBATH/UCHOIHATE B 3UpEe WU
pasmemats B MHTEpHETE.

Hcnonb3oBanue "muparckoro” nporpaMMHOIO 0OECIIEYEHHS] MOKET MPUBECTU
K MHOTMM PHUCKaM: OT MOTEPH AAHHBIX K TBOMM aKKayHTam J0 OJOKUPOBKHU TBOETO
YCTPOMCTBA, TJ€ YCTAaHOBJIEHA HejlerajgbHas mnporpamMma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JerajbHble M O€CIIaTHbIE MPOTpamMMbl, KOTOpPbIE
MOYKHO HalTH B CETH.

O noprane

CeteBu4OK.p( - TBOI TTIaBHBIN COBETYMK B CETH. 3/1€Ch ThI MOXKEIh y3HAThH O
0€30MacHOCTH B CETH TMOHSATHBIM M JIOCTYIIHBIM SI3BIKOM, a TIPH BO3HUKHOBEHHUH
KPUTUYECKON CHUTyaIlluu OOPAaTHTHCS 3a COBETOM. A TaKXe MPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPakKIaHUHOM !



